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Starting from the provisions of the 
„Lisbon Strategy”, according to which 
an effective administrative and 
institutional capacity is key to good 
governance and, taking into account 
the perception of the Romanian public 
opinion, it results that, at the level of 
the Romanian public administration, 
we are dealing with a major problem, 
namely that of a poor institutional 
efficiency corroborated with a poor 
coherence of the principles of a 
performance orientated management 
and of an added value as regards the 
supplied public services (“value for 
money”). 

An important role in this process is 
that of the communication used as a 
tool to obtain the transparency of the 
administrative act, as a precondition 
necessary in order to increase the 
performance level of a management, 
and also as an indicator used to 
measure the degree of satisfaction 
of the administrative act’s „clients”, 
respectively the private civil society 
as a whole, and also the performance 
level of the coherence between 
the regulation interaction Public 

Administration - Civil Society - SME 
sector. 

Giurgiu County, through the County 
Council Giurgiu, is one of the 
territorial administrative units which 
have responded to this challenge 
of administrative reform and 
development, through a corroboration 
of the national realities with the 
financial advantages and know-how 
offered by the status of Member State 
of the European Union. 

The project “Administrative Efficiency 
through e-Communication at Giurgiu 
County Council” - A.E.e-C. GIURGIU, 
SMIS Code 11212, implemented in 
partnership with the Prefecture of 
Giurgiu County - has aimed to correlate 
in a three-dimensional vision the 
statutory provisions of the normative 
frame in force, at a local, national 
and European level, in order to fulfil 
the sectoral objective of creating a 
more efficient and effective public 
administration for the social-economic 
benefit of the Romanian society, by 
improving the public services supplied 
to the client of the administrative act: 
citizens, SME sector, the civil society as 
a whole. 

Preamble The implementation of modern management tools in the Romanian 
administrative system appears as a double challenge in a context in which 
the public authorities must respond to the needs of the “clients” of the 
administrative act, respectively the private civil society as a whole, through a 
multi-criteria approach: performance orientated management, added value 
(“value for money”). 
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“Administrative Efficiency through 
e-Communication at Giurgiu County 
Council” - A.E.e-C. GIURGIU, SMIS Code 
11212, represents a first pilot stage in 
the introduction of the informational 
society at the level of Giurgiu County 
Council and of those 60 partner 
institutions within the project, which 
will later be integrated into a complex 
document management system and 
information certification system ISO 
27 001, and, not least, the integration 
of another innovative communication 
system between the Giurgiu County 
Council and the other local public 
administrations in the county. 

The initiation of this project on June 
2nd 2010 financially supported by 
the Operational Program for the 
Development of the Administrative 
Capacity 2007-2013 by Giurgiu County 
Council has represented a continuous 
process of creating a more efficient 
and effective public administration 
for the social-economic benefit of the 
Romanian society, by using its own 
example. 

The “e-Communication Guide for 
public administration” intends to 
be a useful tool for the local public 
institutions, for their personnel and for 
the citizens as well. 

Project’s management team
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Modern age, but especially 21st 
century, represents a major step in 
the communication’s development 
process. According to one of the many 
definitions given to communication, 
this process is an assembly of 
actions which have in common the 
transmission of information in the form 
of messages, news, signs, symbolic 
gestures or written texts, all these 
actions taking place between two 
persons. Thus, the communication 
represents an efficient way of sending 
information, of making yourself 
understood and of explaining the 
message you are sending. The 
communication can be catalogued as a 
continuous irreversible process, which 
takes place at a verbal level and also 
at a gestural level. As the definition 
explains, any communication process 
must imply at least two actors, the 
transmitter and the receiver. 

To these two actors we can add another 
two, the channel and the information, 
which interpose between the 
transmitter and the receiver. Therefore 
the information transmission process 
can be extended, leaving room to 
backwards information (feedback). This 
is necessary because communication 
is carried out in view of obtaining a 
response and an effect. 

Inevitably, communication transmits 
new information, ideas and opinions, 

from one individual to another, from 
one group to another. According to 
the encyclopaedic dictionary, the 
communication is translated with the 
help of the words: notification, news, 
message. 

The message is the basic unit of 
communication and it comprises 
spoken or written words, visual 
images, music, noises, signs, symbols, 
colours, gestures, etc. The physical 
support of a message is ensured by 
the channel which distributes it, and 
the originality of the message is given 
by the information. The effects of the 
communication can be: cognitive, 
affective or behavioural, and the 
communication is completed when the 
response is sent back to the transmitter. 

The Romanian explanatory dictionary 
defines the word “communication” 
which is similar to “to make known”, “to 
give notice”, “to inform”, ”to say”. 

The information can be sent through 
several channels: 

•	 technological: telephones, 
magnetic tape recorder, 
computers, video, pagers, radio;

•	 written: letters, reports, posters, 
memos, forms, books, magazines, 
newspapers; 

•	 direct: conversations, interviews, 
meetings, presentations, classes, 
lectures. 

Chapter 1

What is 
communication? 
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Among the technical means that can 
support the communication process 
we mention:  telephone, computer, 
fax, telex, e-mail, Internet, audio-video 
means. 

Over time, the public institutions have 
used all the communication channels, 
the last century being dominated 
by the electronic communication 
which facilitates the access to 
information, especially in case of the 
inter-institutional communication. 
The Romanian institutions, but 
especially the European ones, 
faced a development of the on-
line environment, of the principles 
concerning the e-communication. 

What is e-communication? 
The electronic communication differs 
from the classic communication 
through the way the message is sent. 
If traditionally the communication 
takes place between the transmitter 
and the receiver directly, the electronic 
communication can be carried out 
between one transmitter and several 
receivers using different electronic 
modalities. 

The electronic communication has 
created a new type of communication, 
new methods which give you the 
possibility to send instant messages 

without considering the distance 
barriers. Mostly, the electronic 
communication is carried out with the 
help of Internet, but also with other 
technological means - telephone, fax, 
telex, pagers, etc. 

The electronic communication benefits 
and has benefited of an accelerated 
development rhythm. In 1997, the 
number of Internet users at world 
level was of 100 million persons. 
Due to the humans’ communication 
desire, the electronic communication 
has developed from the simple letter 
that hardly reached the recipient and 
often too late, to the electronic letter, 
known as e-mail. In order to send a 
letter, different modalities were used - 
emissary, messenger, ships, train, plane. 
Then the telegraph and the telephone 
appeared, but this variants implied 
additional costs and were not available 
to anyone. More than 35 years ago, the 
electronic mail has appeared and the 
Internet has completely changed the 
manner in which people communicate 
nowadays. Today, most messages are 
sent through the Internet. 

In the Romanian public institutions, 
the electronic communication is still 
under development. The European 
funds destined for the development 
and modernization of the public 
administration have helped the 
Romanian prefect’s offices and the city 



8

halls to develop the services offered to 
the citizens by the employees. Among 
the projects developed by different 
Romanian institutions is also the one 
implemented by the Giurgiu County 
Council - “Administrative Efficiency 
through e-Communication at  Giurgiu 
County Council”. 

The projects helps those 60 partner 
institutions, city halls from Giurgiu 
County, institutions subordinated to 
the County Council and the County 
Prefecture, to communicate efficiently, 
in real time and with minimum costs, 
with the help of an electronic platform, 
at the intra-institutional level and 
also at the inter-institutional level. 
The new administrative management 
tool has as purpose the improvement 
and efficiency of the communication 
between county institutions and the 
efficiency of the public administration. 

The project is co-financed by the 
European Social Fund through 
the Operational Program for the 
Development of Administrative 
Capacity 2007-2013. 

The public servants from Giurgiu 
County who use the new work method 
will be able to manage more efficiently 
the circuit of documents in the public 
institution where they work and will be 
able to send more easily information 
to those who request it. For them, 
the County Council has edited and 

distributed the  “e-Communication 
Guide for Public Administration”. 

The concept of 
e-communication in 
public institutions 
A few years ago, the implementation 
of the electronic communication in the 
public administration was just an idea, 
but after the Romania’s European Union 
accession, the public servants have 
learned to communicate in a new way. 
The first steps for the implementation 
of the electronic communication 
concept have already been made by the 
Romanian Government and by a few 
Romanian public administrations. The 
use of Internet in the communication 
between the state and the citizens 
represents a condition for the 
development of the informational 
society. Thus, the public servants have 
to continue to integrate within the 
administrative and office work modern 
communication techniques in order 
to increase the quality of the services 
offered to citizens. 

The electronic communication offers 
numerous advantages, starting from 
the fast and secure dissemination 
of information to a large number of 
receivers, in this case citizens and public 
servants, and up to the reduction of 
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substantial costs. E-communication 
reduces the administrative process, the 
time lost at the local administration 
offices and the relief of public servants 
from a series of routine activities. 

Through e-communication the 
administration offers to the public 
servants efficiency in contract and 
institutional issue management and 
also in direct communication with 
citizens and with other servants. 

The computerization of institutions has 
an important role in the communication 
process. The development of the 
information system of e-administration 
will redefine the relation between the 
citizen and the public administration or 
between the business environment and 
public administration, but also inside 
the public administrations. Therefore, 
the access to public services and 
information will be facilitated with the 
help of information technology. 

Typology of tools for 
e-communication: 
advantages and 
disadvantages
At the beginning the Internet was a 
simple network of computers, but in 
the 21st century it became the most 
efficient mean of communication. In 

Romania, the Internet has entered in 
the 70’ when the first data transmission 
lines appeared. 

The internet simplifies the data 
communication services at world wide 
level. Using the Internet you are able to 
transfer files, regardless of the distance 
between the recipients. With the help of 
the Internet you can use the electronic 
mail (e-mail) and exchange information 
with the help of discussion groups. The 
Internet is the most common form of 
communication in two directions, with 
no big costs and with fast efficiency. 
Browsers are used to access web pages 
and are the Internet’s general interface 
elements. 

Websites
The website pulls together several 
Internet pages which contain texts, 
fixed images and animations. The 
websites can be created by an 
organization, a private person or by 
public institutions - city halls, prefect’s 
offices, general and local councils. The 
users access a website in search of 
information or for on-line shopping. 
Also, the websites represent an efficient 
and rapid mean of communication. 

The websites can be classified 
according to the subject of activity or 
to their content. From the technological 
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point of view, a website can comprise 
any type of static data and information, 
chat rooms, products and services 
for sale, ads, forms to fill-in online, 
digitalized sounds, video clips, static 
and animated images, special effects, 
dynamic menus and many others. 
Depending on the theme, a website can 
be: a blog, web portal, web catalogue, 
virtual university, library, virtual 
encyclopaedia, web magazine, web 
newspaper and almost anything else. 

The websites can also be used by public 
administration, being a useful tool to 
promote the activity and to resolve the 
problems of the citizens. 

Since the development of the Internet, 
all big institutions, regardless of the 
field in which they activate, have used 
websites to promote online their 
activity and services. From the technical 
point of view, the website is an Internet 
address - www.companyname.com/ro/
org/ - which is administrated by a web 
hosting service supplier. The Internet 
page ensures the presence online 24 
hours, 7 days per week, the clients and 
the public servants having non-stop 
access to the information posted on 
that respective website. 

E-mail
The e-mail (electronic mail) service is, 
together with the web service, the most 
common Internet services. It is a simple 
and cheap way to keep in touch with 
the persons from your own network, 
but also with persons from outside it. 
If traditionally the public institutions 
used the postal office to send a letter, a 
document or to answer to the citizen’s 
requests, nowadays, the e-mail sends 
the information instantaneously, 
electronically, with small costs and 
maximum efficiency. 

In order to do this you need an e-mail 
address. Example: user_name@
Internet_domain_name. Most Internet 
services suppliers offer one or several 
e-mail accounts when registering the 
connection services. The e-mail account 
can be hosted on a local server or it 
can be web-based (e.g. Yahoo!, Gmail, 
Hotmail). If it is hosted locally, the 
e-mail can be accessed only from the 
computer connected to the local server. 
The most official e-mail accounts, 
especially those from work places, 
are of this type. If the account is web-
based, the e-mail can be accessed from 
any computer with Internet connection. 
All you need to know is the password 
and username. 

The e-mail represents the most used 
and popular Internet application. 
The electronic mail offers people the 
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possibility to send and to receive 
messages instantaneously, regardless 
of their geographic location or time 
zone. An e-mail can arrive in the other 
part of the globe in a few minutes, even 
seconds. Through e-mail you can send 
any type of data - video, text, sound, 
graphic. An e-mail message is a text, 
just as a letter, which also contains 
information regarding the recipient / 
recipients and transmitter. 

The advantages of the e-mail are: 
confidentiality of the message and 
authentication of message origin, the 
integrity of network connection, non-
repudiation of messages by proving 
the origin, the message’s signatory not 
being able to deny the fact that he/she 
has sent that message. 

Electronic signature
The electronic signature represents 
an encrypted code, which is obtained 
from the Ministry of Finance as result 
of a request, and it is used to send 
confidential documents. The electronic 
signature represents information in 
electronic format that is attached/
associated to certain documents. 

The digital signature is created 
especially for the encryption of 
the document’s content, using a 
cryptographic key of the transmitter 

(cryptographic key = a secret value 
used by a computer, together with 
a complex algorithm, to cipher and 
cipher out messages), unique key for 
the file and also for the key owner. Any 
modifications made to the documents 
affect the signature, offering this 
way, integrity and authentication 
as well. Using this method to send 
messages, the public servants can send 
confidential documents in secured 
conditions. The digital certificate is 
used for a wide range of electronic 
transactions which include e-mail, 
electronic commerce and electronic 
fund transfer. 

The digital signature cannot be denied; 
nobody can pretend that his/her 
electronic signature has been forged. 
In other words, digital signatures allow 
the authentication of digital messages, 
ensuring the receiver about the identity 
of the transmitter and the integrity of 
the message. 

A method to simplify the activity 
in the public administration has 
been represented by the adoption 
of electronic documents. Using 
the electronic signature to secure 
the documents, the citizen can fill-
in a single electronic form and the 
information is automatically sent 
to each involved governmental 
department. The European Commission 
has drafted a directive project 
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concerning the electronic signature. 
The official recognition of the electronic 
signature has been made in 1998, when 
the USA president, Bill Clinton and the 
Prime Minister of Ireland, Bertie Ahern, 
have signed a common handout on the 
Internet using the electronic signature. .

Extended electronic 
signature 
The extended electronic signature must 
fulfil the followings requirements: 

•	 to be uniquely connected to the 
signatory; 

•	 to ensure the identity of the 
signatory; 

•	 to be created through means 
controlled exclusively by the 
signatory; 

•	 to be connected to the electronic 
document to which it relates 
to, so that any subsequent 
modification of the document 
leads automatically to the 
invalidation of the signature. 

The signatory is defined as the person 
who holds a device to create an 
electronic signature and who acts either 
as a natural person, or as a legal entity. 
The extended electronic signature is 
the only one legally binding. The cost 
of an extended electronic signature is 

approximately 100 Euro and it has a 
one year validity, but it can be renewed 
for a fee of 50 Euro. Those who wish 
to purchase the right to use such a 
signature must submit with the Ministry 
of Public Finances a declaration, the 
electronic signature being received on 
the spot. 

As regards the level of safety, it is 
the most secure method to have a 
document, act, because an electronic 
document can’t be modified. The 
fields of applicability of the extended 
signature are: online submission of 
declarations with ANAF, signing the 
invoices according to the Tax Code, 
signing the documents sent by ONRC 
for the incorporation of commercial 
companies, reports to CNVM, reports to 
Health Insurance Fund (CNAS, CASMB, 
OPSNAJ, CASMT), signing of messages 
to other state institutions (SEAP, CSA-
CEDAM, BVB), signing or encryption 
of messages sent through e-mail to 
partners, authentication in private 
information systems or on a company’s 
domain. 

Chat
The chat is a discussion group opened 
on the Internet where you can talk 
to other users in real time, using a 
username; it is an instant message 
service. With the help of chat, several 
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persons can talk at the same time, each 
being able to see in real time what 
the others have written. Chat groups 
or chat rooms are usually based on a 
topic or an age group. At world level, 
there are several chat services, the most 
common being Yahoo! Messenger. 
Other chat programs have also been 
developed such as Google Talk, Skype, 
Windows Live Messenger. 

The chat service can be used by 
installing a chat program on the 
computer, or through the browser, 
accessing the Internet page 
corresponding to the chat service. 

Social networks 
A social network is used by a group 
of persons with common purposes, 
such as a group of students, politicians, 
public servants. The most common 
social networks from the world are 
Twitter and Facebook, where the users 
can subscribe and interact with other 
already subscribed users. These social 
networks are part of the relatively new 
phenomenon, called Web 2.0. The 
network members actively contribute 
to the collection and dissemination of 
information in the benefit of others. 
Twitter is a platform which allows 
its user to send short messages, of 
maximum 140 characters to a group of 
friends. 

The advantages of using social 
networks are: acquiring new 
information and making friends, rapid 
dissemination of any type of news and 
information. 

Disadvantages to the social networks: 
misinformation - the source of the 
information or the purpose of the 
information are not explicitly declared. 

Blog
The “blog” word comes from the English 
phrase „web log”, which means an 
Internet diary. A blog contains periodic 
articles or/and with uninterrupted 
updating, which usually have a personal 
character, but which can also be used 
as an interface of certain institutional 
websites. 

The blog is another efficient mean of 
communication on which frequent 
posts (notes or articles) are published 
on a certain topic or several topics. 

In addition, the blog can offer feedback 
regarding the posted subjects. A blog 
can also be used to generate debates 
on certain ideas or projects. 

Newsletter
The newsletter is a periodic electronic 
publication which comprises various 



14

information regarding specific field, 
being delivered online, through e-mail, 
to previously registered users. The 
purpose of an electronic newsletter 
must be the relation with the target 
public and the closeness to the purpose 
of its creation. The newsletter is similar 
to a printed publication, distributed 
through mail, the advantage being 
that it is received electronically and 
it arrives instantly to any receiver 
from any place around the world. In 
addition, it does not require additional 
costs for printing and distribution. 
Also called electronic information 
bulletins, the newsletters represent the 
equivalent of the paper version of the 
information correspondence. This way, 
the newsletter, reaches an increasingly 
wider public. 

Advantages of newsletter: 

•	 efficient promotion and 
communication tool; 

•	 permanent contact with 
subscribers and the possibility to 
establish certain relations with 
them; 

•	 seriousness and stability for the 
promoted business or campaign. 

A newsletter must be: short (people are 
short of time), to be requested (doesn’t 
send information to people who 
haven’t requested it), well organized 
(must contain explanations regarding 

the content and samples to get in 
touch with the information), must treat 
simple interesting subjects that must 
be send directly, headings and subjects 
must be relevant and attractive and 
the signature must be present. Also, 
it is necessary to carefully analyze the 
profile of the reader. In addition, there 
are other three important factors for 
the success of a newsletter - constant 
connection with the clients, database 
updating and visibility of the newsletter 
registration form. 

RSS
RSS is a way though which the website 
comes to the user and this way the 
user has access to tens or hundreds 
of news in a few minutes. RSS has the 
role of keeping the user informed with 
the latest news, blogs or any other 
type of information from websites 
that change their content. The RSS 
files represent summaries of websites, 
mainly comprising the titles or short 
descriptions, and in order to read these 
RSS files you need to subscribe to a 
program that reads them. In general, 
such a program is called RSS Reader. 

The RSS format is used to supply more 
easily the news titles or the information 
published on a website, accompanied 
by short descriptions and links to the 
corresponding pages from the website. 



15

The general objective of the project 
is to contribute to the creation of a 
more effective and efficient public 
administration for the social-economic 
benefit of the Romanian society. 

This project aims to improve the 
administrative effectiveness at Giurgiu 
County Council by the introduction 
into the current practice of an 
e-communication system - a modern 
tool of administrative management. 

The beneficiaries of this project are the 
public servants, the citizens of Giurgiu 
County and also the other citizens who 
benefit of the offered public services. 

Thus, as regards the development of 
the communication skills in the online 
environment of the public servants who 
work within Giurgiu County Council, the 
measures implemented to this effect 
aimed: 

•	 training a number of 46 
public servants who occupy 

management positions, execution 
jobs and contractual personnel, 
who participated to two training 
modules, comprising 230 days 
of training and the issuance 
of 46 certificates with national 
recognition to the trainees; 

•	 the participation of 20 
public servants who occupy 
management positions, execution 
jobs and contractual personnel to 
a „fact finding mission”; 

•	 training a number of 100 users 
in order to know how to use the 
electronic signature and 160 users 
in order to use secured e-mail 
boxes. 

Implemented throughout an entire 
year (June 2nd, 2010 - June 2nd, 2011), 
the project has also aimed, besides the 
achievement of tangible results such 
as the endowment of the council with 
IT equipments and the training of a 
certain number of servants in the field 

Chapter 2

About 
the project

e-Communication system at Giurgiu County Council -  
a modern instrument of performance management

Giurgiu County is one of the administrative units which have implemented an 
European project for the improvement of the administrative effectiveness. The 
project “Administrative Efficiency through e-Communication at Giurgiu County 
Council” - A.E.e-C. GIURGIU - SMIS Code: 11212, is implemented in partnership 
with the Prefecture of Giurgiu County, Giurgiu County Council and it has been 
initiated on June 2nd, 2010. 
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of e-communication, to achieve as well 
certain qualitative objectives meant 
to improve the efficiency of the public 
administration services. Among these 
we mention: 

•	 the improvement of the 
performance level of the 
management orientated towards 
the result and the improvement of 
the public services’ effectiveness; 

•	 acquiring and introduction 
into the current practice of the 
innovative communication 
methods as a support for the 
decisional process; 

•	 introduction of new, modern 
management tools at Giurgiu 
County Council, practice that can 
be multiplied and replied in other 
public administration institutions. 

The implementation of such a secured 
system of electronic communication, 
at the intra-institutional level and also 
at the inter-institutional level, has as 
objective the achievement of a high 
degree of performance as regards 
the efficiency and effectiveness 
of the public services by ensuring 
and maintaining a secured flow of 
communication, in due time and 
with a pronounced accent on “value 
of money” - from the perspective of 
cutting the financial costs allocated 
per channels and per administrative 
cooperation tools. From the 

perspective of the administrative 
reform and modernization process, 
the introduction of this modern 
management system is meant to 
guarantee the sustainability of 
an administrative management 
orientated towards result and based on 
performance. 

The system ensures to Giurgiu 
County Council and to other 60 
collaborating institutions the following 
functionalities: 

1. secured electronic mail; 

2. archiving and indexing all 
messages and documents 
officially received or sent to the 
system users: 
the information from the 
electronic messages are stored 
first of all on the electronic 
message server MS Exchange 
Servers 2010 Enterprise and 
simultaneously stored on Sona 
Vault electronic archive from the 
archiving server. The archive is 
managed in the SM SQL database 
management system. The user 
interface is managed with MS 
Outlook 2010 and organized with 
Clear Context v5;

3. security of  the entire 
information system of the 
County Council:

•	 secured Internet connection 
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within the institution (secured 
ASIC router with an antivirus, 
antispam, antispy, etc. 
functionality); 

•	 security of all work stations 
and system servers with an 
Enterprise type antivirus 
solution (with administration 
console and automatic 
updating); 

•	 security of messages 
and documents through 
encryption; 

4. authentication of all users who 
create messages and documents 
that circulate within the system 
through digital certificates and 
electronic signatures.

The e-Communication system 
also includes 100 kits of electronic 
signatures consisting of: digital 
certificates qualified for an extended 
electronic signature and a secured 
cryptographic device to create 
electronic signatures. 

The electronically signed document has 
an exact date and hour associated with 
it, which will guarantee that at a certain 
moment in time the document existed 
in certain form. Thus, the extended 
electronic signature is the only mark 
that indicates the authenticity of an 
electronic document (opposable in 
Justice, cumulatively fulfilling the 

following requirements: integrity, 
non-repudiation and authenticity) as 
provided by the legislation in force. 

Electronic signature

•	 ensures the integrity, authenticity 
and confidentiality of the 
electronically send documents; 

•	 allows the identification and 
guarantees the identity of the 
person in the sense of the Law no. 
445/2001 regarding the electronic 
signature.

Cryptographic device for the 
electronic signature

•	 it is a secured device used to 
create and store electronic 
signatures; 

•	 ensures the control of the access 
to the private key through the PIN 
code; 

•	 connects through the computer’s 
USB port. When you purchase the 
token, you will also receive free 
of charge a driver CD and a user 
manual. 

The system is highly reliable and it has a 
great availability, given by the following 
characteristics: 

•	 the existence of two servers 
which, in case of malfunction, can, 
each of them, take over the other 
ones tasks; 
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•	 the equipment of both servers 
with RAID SAS 6Gbps controllers, 
support for RAID 0, 1, 10, 5, 50 
hardware with 256 MB cache; 

•	 redundant sources on both 
servers; 

•	 servers equipped with 
uninterruptible sources; 

•	 the existence of the second 
processor on the electronic 
message server; 

•	 if the e-mail server is not available, 
the messages can be consulted in 
the electronic archive; 

•	 antivirus for the Fortigate 200A 
router and also on each server 
and work station. 

In order to meet the needs of the 
public servants and of the citizens, 
the “e-Communication Guide for 
public administration” represents the 
latest measure implemented by the 
initiators of the project “Administrative 
Efficiency through e-Communication 
at Giurgiu County Council”. 

As the name suggests, this work tool 
is intended to be a reference for other 
institutions from Giurgiu County, 
through the introduction of a set of 
good practices for the implementation 
of the e-communication system.
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Best Practice at the EU 
level
The information and telecommunication 
technologies are key elements of the 
European Union’s strategy regarding 
the support of the economic growth, 
the control of climatic changes and 
the approach of the population’s aging 
problem. 

In May 2010 the European Commission 
has presented a five-year action plan in 
the field of telecommunication, meant 
to boost Europe’s digital potential. The 
digital agenda is one of the objectives 
defined by the Europe 2020 strategy, 
the EU plan regarding the support 
of economic growth in the next ten 
years. This strategy comprises seven 
important initiatives, and the Digital 
agenda is the first to be launched, 
which proves the importance that it is 
given. 

The general objective of the Digital 
agenda is to bring sustainable 
economic and social benefits due 
to a unique digital market based on 
fast and ultrafast Internet and on the 
interoperable applications. 

The digital agenda comprises proposals 
of actions that must be implemented 
rapidly in order to bring Europe back on 
the track of an intelligent, sustainable 
and inclusive growth. These proposals 
will create a frame for the long-term 

transformations produced by a society 
and economy which is more and more 
digitalized. 

The successful implementation of this 
Agenda will stimulate innovation and 
economic growth, improving at the 
same time the quality of everyday life of 
citizens and enterprises. The application 
on a larger scale and a more efficient 
use of digital technologies will allow 
Europe to approach the fundamental 
challenges that is confronted with and 
will offer Europeans a better life quality 
due to the improvement of the medical 
care services, more efficient transport 
solutions, certain new communication 
possibilities and easier access to public 
services and to the cultural content. 

The key actions of the Digital agenda 
for Europe are structured starting 
from the necessity to systematically 
approach these seven issues which 
cover, in their capacity of horizontal 
initiatives, the three growth dimensions 
defined in Europe 2020. These issues 
are presented in details in the following 
sections, demonstrating the stringent 
necessity for these actions, identified 
as a set of constructive measures, to 
boost Europe’s economic and social 
performance. 

The Commission will continue to 
monitor the potential appearance 
of new obstacles and will take the 
necessary measures. 

Chapter 3

Digital
Agenda
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Digital Agenda’s action areas are: 

•	 dynamic and unique digital 
market; 

•	 interoperability and 
standardization; 

•	 trust and security; 

•	 rapid and ultra rapid access to 
Internet; 

•	 research and innovation; 

•	 increase of digital literacy, 
development of digital skills and 
inclusion; 

•	 TIC advantages for the society in 
the European Union. 

The concept of 
e-communication in the 
European Institutions
The European Commission has adopted 
an initiative that aims to encourage 
the public administrations from the 
entire European Union to harness at 
maximum the social and economic 
potential of the information and 
communication technologies. 

The communication entitled ”Towards 
the interoperability of the European 
public services” aims to establish a 
common approach for the public 
administrations of the member states 

in order to help citizens and economic 
agents to take full advantage of the 
unique EU market. 

The need for an effective 
interoperability represents a key 
element of the digital agenda, one 
of the emblematic initiatives within 
Europe 2020 strategy. The Commission’s 
communication introduces the 
European Interoperability Strategy (EIS) 
and also the European Interoperability 
Frame (EIF), key documents that 
promote interoperability and guide 
politics into the field of information and 
communication technology among 
public administrations and public 
organisms from the entire Union. 

The citizens and the economic agents 
will benefit of best quality European 
public services in their everyday life 
when they want to expand their 
professional or recreation activities 
beyond the boundaries of their 
residence country. 

The European interoperability 
strategy will help focus the EU efforts 
through an adequate organization 
of the governance and through 
common policies and initiatives 
having as purpose the creation of the 
environment necessary for a reliable 
exchange of information between 
public administrations. 

The European Commission invites 
the member states to continue to 
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collaborate in order to align their 
separate efforts meant to achieve the 
interoperability of the public services 
and to take into account the European 
dimension right from the beginning 
of development of any public service 
that in the future might be part of the 
European public services. 

In order to facilitate this collaboration, 
a conceptual model completely new 
for the European public services 
has been proposed. This model will 
allow the identification of barriers to 
implement these services in the future, 
and also factors that facilitate this 
implementation. 

Challenges of European 
electronic public services
In today’s Europe, citizens are free to 
work and to live in any EU member 
state, and companies carry out 
activities at cross-border level. But in 
order to be able to do these things, the 
citizens and the companies as well must 
communicate with the administrations 
of other member states. At their turn, 
the member states must communicate 
between them to supply the best 
services to the citizens and companies. 

Nevertheless, citizens are often 
obligated to contact themselves or 
even go directly up to the foreign 
public administrations in order to 

supply or obtain information or the 
documents necessary to be able to 
work, to study or travel within the 
EU. The same principle applies to the 
economic agents who want to set-up 
offices in another member state. 

To be able to overcome these 
constraints (so-called ”e-barriers”), 
the public administrations should 
be able to exchange the necessary 
information and to cooperate in view 
of supplying cross-border public 
services. To this effect, the European 
Commission intensifies its efforts to 
ensure an obstacle free communication 
within the internal market by ensuring 
the interoperability of the public 
administrations. 

Many public administrations from 
the member states are already 
taking measures to improve the 
interoperability of the public services at 
national, regional and local level, but, if 
the member states and the Commission 
don’t act together, the interoperability 
at EU level will lag behind. 

The European public services will often 
be the result of the reunion of certain 
existing public services, supplied 
at different levels of administration 
in the member states. The creation 
of European public services will be 
possible only if these public services are 
conceived by taking into account the 
requirements of the interoperability. 
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ISA Program 
(interoperability solutions 
for the European public 
administrations) 
The member states and the 
Commission must increase their efforts 
in order to obtain interoperability 
between the national and community 
TIC solutions, with the purpose of 
ensuring certain efficient and effective 
European public administrations. 

The electronic barriers at national 
borders represent the most 
important challenge of the new era. 
By creating public services in an 
electronic system in view of reducing 
the administrative formalities and 
facilitating the communication with 
the administrations, the member states 
have first of all taken into account the 
national dimension. Nevertheless, in 
order to serve the citizens and the 
companies in a Europe of mobility, 
the member states must be able 
to communicate without obstacles 
at cross-border level. The solutions 
elaborated without coordination at EU 
level may prove to be incompatible and 
incapable to work together. 

The ISA program has been created 
precisely to avoid this situation. In order 
to answer to the need of coordination 
and cooperation at EU level, the ISA 

program proposes the establishment 
and promotion of mutually agreed and 
adopted solutions which help avoid the 
occurrence of electronic obstacles at 
national borders. The program unfolds 
during the time period 2010-2015 
and has as purpose the support and 
promotion of cooperation between the 
European public administrations. 

Its main objective is to offer cross-
border solutions to the public 
administrations by creating common 
frames and services and geographic 
tools, and also by promoting the reuse 
of these solutions and the exchange of 
experience and good practice. 

The funds allocated to ISA program 
amount 164.1 million Euro, for the 
period 2010-2015, out of which 103.5 
million are destined to the projects 
from the time period 2010-2013. The 
financing shall be granted based on 
certain specific achievements, and the 
ISA program shall be implemented 
based on the public acquisition 
procedure. 

The establishment and improvement of 
certain common work frames or of the 
generic tools shall be financed through 
the ISA program, but the costs related 
to their use shall be born by the users. 
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The actions of the 
European Union in the 
field of interoperability
The EU initiatives, in numerous sectors, 
have highlighted the importance of 
interoperability. As regards the internal 
market, the directive: Services 2006/123 
obligates the member states to offer 
the service providers the possibility to 
carry out electronically even outside 
the country all the procedures and 
formalities necessary to offer a service 
outside their country of origin. 

The interoperability of eIdentification, 
eSignatures and eDocuments services 
is essential in order to enable perfect 
operation of procedures through cross-
border electronic means. 

As regards the environment, the 
Directive INSPIRE 2007/2/EC15 
establishes an infrastructure for spatial 
information in Europe, for the EU 
environmental policies and activities 
that might have an impact on the 
environment. To ensure that spatial 
data and services are accessible in a 
cross-border and community context 
in an interoperable manner, the 
directive imposes for the technical 
application norms to be adopted 
for the elements necessary for the 
interoperability of the infrastructure: 
metadata, interoperability of services 
and spatial data, network services, 

partition services and data. The national 
infrastructures must be adopted 
accordingly. 

As regards the justice and internal 
affairs, the Commission has marked 
out the benefits of an improved 
efficiency, increased interoperability 
and of the synergies between the 
European databases, such as the 
Information System regarding Visas 
(VIS), Schengen Information System 
(SIS) and European Dactyloscopy 
(Eurodac). The management of more 
complex information such as the 
integrated biometric elements implies 
more challenges for interoperability 
and for the level of use of the associates 
European databases and IT systems. 

As regards the customs duty, excise 
taxes and taxing, the Commission 
coordinates and monitors operational 
activities that are based on trans-
European IT systems that cover all 
the member states. They support 
interoperable business systems 
implemented and operated by the 
national administrations and by the 
Commission. 

As result of these initiatives, policies 
and sectoral experiences, the 
interoperability is known as being 
crucial for the actual and efficient 
delivery and the European public 
services and for encouraging the 
consolidation of the internal market. 
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For the public administrations, the 
interoperability brings benefits such as 
cooperation. It facilitates the exchange, 
the distribution and the reuse of 
information, improving this way the 
supply of European public services for 
citizens and businessmen, preventing 
and reducing costs and efforts as well. 

The European Commission promotes 
the improvement of public services 
throughout the entire Europe, 
especially through the Digital Agenda 
for Europe and European Action Plan 
e-Government 2011-2015. 

Counting on the activity already carried 
out, the Commission has worked 
closely with the senior representatives 
of the Member States to elaborate 
an European strategy regarding the 
interoperability of the European public 
services. Based on a common vision, 
it establishes a coherent approach for 
interoperability. 

The European interoperability strategy 
gathers the future interoperability 
activities under three rubrics: 

•	 reliable exchange of information; 

•	 interoperability architecture; 

•	 evaluation of the information 
technology’s implications on the 
new EU legislation. 

These activities must be supported 
through measures meant to increase 

the level of awareness and through 
the exchange of good practices. At the 
same time, after extensive consultations 
with the member states and with other 
interested parties, the Commission has 
elaborated a European Interoperability 
Frame for the European public services. 
An interoperability frame is an agreed 
approach of the interoperability for the 
organizations that want to collaborate 
in order to ensure a common delivery 
of public services. The European 
Interoperability Frame offers guidance 
for the European public administrations 
with regard to the definition, design 
and implementation of the European 
public services. In its field of application 
there are common elements 
such as the vocabulary, concepts, 
principles, policies, orientations, 
recommendations, standards, 
specifications and practices. 

Together, the European Interoperability 
Strategy (EIS) and the European 
Interoperability Frame (EIF) represent 
the basis of future activities meant to 
improve the interoperability for the 
supply of European public services. A 
cross-border interoperability strategy 
and an associated frame have never 
been tried at such a scale so far, 
therefore it is crucial for all interested 
parties to get involved in order to 
ensure their success. 
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Moreover, the Commission will 
undertake the following actions: 

•	 will implement EIS through 
adequate tools, such as the ISA 
program, in close collaboration 
with the member state and other 
interested parties; 

•	 will align its internal 
interoperability strategy with 
EIS through the eCommission 
initiative; 

•	 will make sure that EIF is applied 
when a new legislation is 
implemented and will establish 
new European public services; 

•	 will ensure the management 
of EIS and of other associated 
activities of global and sectoral 
interoperability, in close 
collaboration with the member 
states. 

As regards the member states, they 
must: 

•	 apply the European 
Interoperability Frame at national 
level until 2013 

•	 align the national strategies 
regarding interoperability with 
similar European initiatives; 

•	 collaborate with each other and 
with the Commission in order 
to implement the European 
Interoperability Strategy,  while 

monitoring the progress of similar 
actions at national level; 

•	 align the national interoperability 
frame to the European one; 

•	 take into consideration the 
European dimension right from 
the beginning in the future 
development of any public 
service that may become part of 
the European public services.

The concept of 
e-communication in EU 
Member States 
Each European country has started the 
modernization process of the public 
system by digitalizing the relation 
between the state, the business 
environment and the citizens. Thus, the 
European states - Romania is not an 
exception in this respect - try to make 
the transition towards an informational 
society.  

But what does this concept mean? In 
an informational society people inform 
themselves, obtain the documents they 
need and pay taxes, levies and fines in 
front of a computer connected to the 
Internet. 

The European Commission has an 
action plan called Digital Agenda, 
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about which we talked in a previous 
chapter, through which the benefits 
brought by the information and 
communication technology are spread 
and made known. 

Countries such as Austria or Great 
Britain have obtained major progresses 
in modernizing the public services 
through digitalization. Romania is 
making great efforts to align with 
the EU requirements to this effect. 
The models of the three countries are 
detailed below. 

Not only the citizens must be prepared 
for the modifications from the public 
system, but especially the public 
servants, if to succeed, by using digital 
communication means (e-mail, intranet, 
website, blog, digital signature), to cope 
with the complex requirements of the 
technological era. 

What measures have 
some European countries 
implemented in order to 
make the transition to an 
Informational Society? 
Great Britain
The strategy “E-government: A strategic 
framework for public services in the 
Information Age” has been published in 

April 2000. By implementing it, all the 
organizations from the public sector 
had to develop electronic business 
solutions (eBusiness) and to ensure 
the common infrastructure necessary 
for the computerization of the public 
sector. 

Today, the infrastructure used to ensure 
online public services in Great Britain 
comprises:  

•	 the portal www.direct.gov.uk, 
launched in 2004, which allows 
citizens to access online all public 
services and information related 
to the public administration (taxes 
and levies, health, education, 
transport, etc.). For example, a 
citizen can access the website 
to apply for a job or to find out 
information about due taxes and 
levies. 

•	 the portal  
www.businesslink.gov.uk, 
launched in 2003, is dedicated 
to the business environment 
(managers and entrepreneurs). It 
allows them to access the public 
services dedicated to legal entities 
and also the information related 
to the incorporation, maintenance 
and development of a business. 

•	 the Governmental intranet, 
launched in 1998, connects to 
each other the departments of 
the central administration and the 
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agencies. It ensures a rapid and 
secure connection to the Internet. 

•	 the Government Gateway is the 
central engine of registration and 
authentication of the citizens to 
perform online transactions to 
different public institutions. 

•	 the buying solutions portal 
www.buyingsolutions.gov.uk 
is a platform that enables online 
performance of public acquisitions.

Austria 

In 1995 it has been launched Austria’s 
initiative for the Informational Society 
when the Government has created a 
work group consisting of 350 socialists 
from public administration, science 
and business environment. The groups’ 
main responsibility was to identify the 
informational society’s development 
opportunities and threats in Austria. 
Two years later, the Government has 
published an action plan through 
which the legal framework for the 
society’s computerization has been 
established. 

At present day, the most important 
components of the infrastructure 
necessary for an adequate 
computerization of Austria’s public 
system are: 

•	 the portal HELP.gv.at contains 
a large number of links to the 
public authorities. Moreover, 

it offers information about the 
interaction between the citizen 
and state in all development 
stages of an individual - taking-
out the identification card, 
marriage, child’s birth - allowing 
the electronic processing of the 
procedures specific to each stage 
of life. 

•	 the business services portal  
www.businessportals.com - it 
has been launched in 2010 and 
it provides relevant information 
on several topics of interest 
to business environment. 
In addition, it also provides 
information and consultancy 
regarding the administrative 
activities, the registration of a 
company, taxes and legal issues. 

•	 the portal group www.bka.gv.at 
(Portal Group) brings together on 
the same platform the Internet 
addresses of the websites of 
different public organizations. 
Also, it offers the infrastructure 
necessary for the authentication 
and authorization of public 
servants to access restricted 
online resources. 

•	 the citizen’s card -  
http://www.a-sit.at/de/
dokumente_publikationen/flyer/
buergerkarte_en.php - it is a 
person identification component 
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based on an electronic signature 
and a digital certificate. It allows 
the citizen to access digital public 
services and to electronically 
conclude  different administrative 
procedures.

Romania
Currently, Romania’s infrastructure for 
the digitization of public administration 
includes the following components:

•	 e-government program  
www.e-guvernare.ro, launched 
in September 2003. It contains 
links to the central and local 
administration departments, but 
especially it offers the possibility 
to access nine online interactive 
services and 687 online forms that 
can be unloaded, filled-in, signed 
and submitted electronically with 
corresponding authority. 

•	 the electronic networks for local 
communities (RECL)  
www.ecomunicate.ro - are part 
of the project ‘Economy based 
on knowledge’, project through 
which key institutions of rural 
and small urban localities are 
connected to Internet (schools, 
public offices and libraries). 
In each point of the network 
there have been installed Public 
Access Points. The project aimed 
at reducing the digital gap 
between the rural and the urban 
environment, stimulating the 

use of computers from schools 
connected to Internet, and 
also facilitating the interaction 
between citizen and state. 

•	 the portal www.e-licitatie.ro has 
been launched in 2002 to ensure 
transparency and control of the 
public acquisitions process, to 
allow a better access to public 
acquisition contracts and to 
reduce bureaucracy. 

•	 The National Electronic System 
of online payments, through the 
portal www.ghiseul.ro, allows 
citizens to perform payments of 
taxes, levies and fines in front of 
the computer, with the help of a 
bank card. The Romanian citizens 
who reside in Targu Mures and 
also those from the 2nd and 6th 
Districts of Bucharest are the 
first to use this service for online 
payment of taxes, levies and fines. 

The transition to an informational 
society, therefore to an electronic 
governance as well, is made by 
implementing certain measures 
through which the public servants 
are able to understand and become 
aware of the advantages of using 
digital communication tools. Below are 
presented the projects implemented 
by some of the countries - including 
Romania - for the public institutions 
employees. 
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What measures have been 
taken by the European 
states in order to improve 
the digital skills of public 
servants? 

Holland
„The Public Servant 2.0” -  
http://ambtenaar20.pbworks.
com/w/page/34555681/About-Civil-
Servant-2-0 - is a platform and a social 
network where the public institutions’ 
employees discus the effects of Internet 
on the government and public sector. 
The role of this platform is to inform 
and alert the public servants about 
the changes brought by the Internet 
to their work which is based on digital 
communication tools (e-mail, intranet, 
blogs, etc.). 

The platform has been launched in 
2008, when the Minister of Agriculture, 
Nature and Food Quality has decided 
to initiate the research project named 
Public Servant 2.0 regarding the effects 
of Intranet on the ministry. The Project 
Manager has created a public website 
where the employees of the institutions 
were able to share knowledge and 
ideas. In short time, the website has 
drawn public servants from central 
and local governmental institutions, 
becoming the main place of discussions 

from Holland on the topics of electronic 
governance. The platform is a project 
meant to educate the public servants 
with regard to digital communication 
tools and their efficient use. In addition, 
it allows the interaction and exchange 
of experience between different 
organizations from the public sector. 

The website has the following 
components: 

•	 web log: the website publishes 
articles from blogs regarding the 
electronic government, projects 
and experiments of public 
organizations; 

•	 socialization: approximately 
6,000 members of different 
organizations are able to talk and 
share knowledge and experience; 

•	 book: the platform has put at 
the disposal of the users a book 
available online and on print, 
which explains the effects of 
the Internet on governmental 
organizations and on public 
servants and also offers advices 
for a secure and efficient use of 
digital communication tools; 

•	 education: courses concerning 
the Internet use and the type of 
digital communication tools most 
adequate to the type of work 
carried out by the public servants 
are posted; 
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•	 speakers: the platform “Public 
Servant” 2.0 puts at the disposal of 
users a section where important 
speakers make truly useful 
speeches about the Internet and 
governmental institutions; 

•	 advices: the sections comprises 
advices and hints about the 
manner in which public servants 
can use Internet more efficiently. 
It allows website members to 
share their knowledge and 
experience.

Austria
The Austrian state has founded 
an administrative academy where 
the employees of the public sector 
benefit of a wide range of trainings 
concerning the electronic governance. 
From autumn 2006 and until now, 
more than 600 public servants have 
attended the trainings about the 
electronic governance in order to 
better understand the electronic 
communication and to use more 
efficiently the communication and 
information technology. 

Belgium
Through the federal e-governance 
portal belgium.be, the Belgium state 
has put at the disposal of public 
servants an online application which 
allows communication, collaboration 

and exchange of knowledge between 
the departments of the same public 
institution, but also between different 
governmental organizations. The 
system, called eCommunities, allows 
the management of documents, online 
search and access to digital tools. 

Denmark
The Center for Human Resources 
Development and Quality 
Management, together with experts 
of Ministry of Science, Technology 
and Innovation and also of Ministry 
of Finances, have created, for the 
public servants, the license for IT 
literacy. Thus, the employees from the 
governmental sector improve their 
knowledge regarding the electronic 
communication, e-governance, 
computer safety, work with documents, 
supply of services to the citizens. The 
procurance of this license doesn’t mean 
just a verification of the public servants’ 
knowledge, but also an opportunity for 
them to develop their skills regarding 
the e-governance services. 

Italy
The “Magellano” system - www.
magellanopa.it, operational from May 
2009, is a web platform dedicated 
to the Italian Public Administration 
which functions as a unique access 
point to the knowledge and expertise 
of public servants. It is a stimulant 
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for the employees of public sector to 
use Internet, because this way they 
can access an updated content on a 
certain topic and they can exchange 
experience with the public authorities 
who have obtained the best results in a 
certain field. 

Hungary
In July 2006, the Hungarian government 
has organized the e-governance 
course for approximately 4,500 public 
servants from more than 700 offices 
of governmental organizations. The 
course entitle “Practical guide in 
electronic governance for municipal 
public servants” has been dedicated 
exclusively to public servants and it 
had an unexpectedly high participation 
rate. 

Finland
Launched in 1998, the system called 
Senaattori - www.e-finland.org - has 
been initially an intranet of all ministries 
from Finland, of the Parliament and 
of the President’s Office. The purpose 
was to supply useful information to the 
public servants. In 2002 a new version 
of Senaattori appeared, becoming 
a complex platform that supplies 
web services of the Government and 
Parliament (intranet, extranet, Internet). 

Romania
In Romania, after a study elaborated 
by the World Bank during the pre-
accession period (2003), a team 
of experts within the Ministry of 
Communication and Informational 
Society has elaborated the 
documentation of the project: 
Knowledge-based Economy, for which 
they have obtained a loan amounting 
60 mil USD from World Bank, with 
a participation from the Romanian 
Government of 9.4 mil USD. The project 
is addressed to rural and small urban 
space (towns with a population smaller 
than 30,000 inhabitants), where there 
isn’t access to digital information and, 
therefore, no skills to use and exploit 
it. The project comprises an IT skills 
training program of whose beneficiaries 
are the public servants as well. Through 
this program the public employees 
learn and improve their knowledge 
concerning computer and Internet 
literacy. 
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The best known definition of long-term 
development is, definitely, the one 
given by the World Commission on 
Environment and Development (WCED) 
in its report “Our Common Future”, 
also known as the Brundtland Report: 
“the long-term development is the 
development that intends to satisfy the 
present needs, without compromising 
the possibility of future generations to 
satisfy their own needs”.

Long-term development also intends to 
find a stable theoretical framework for 
making decisions in any given situation 
where there is a man/environment 
relationship, either if it is the nature, the 
economic or social environment. 

Although initially the long-term 
development was intended as a 
solution for the ecological crisis 
determined by the intense industrial 
exploitation of resources and the 
continuous environment degradation 
and desired, firstly, to preserve the 
quality of the environment, currently 
the concept extended to the quality 
of life in its complexity and to the 
economic and social aspect. Another 
object of the long-term development 
has now become the focus on justice 
and equality, not only between 
generations, but also between states. 

Lester R. Brown created in 1974 the 

“Worldwatch Institute” and became 
the promoter of a series of studies, 
materialized in annual reports 
regarding the progresses towards a 
structuring path of a durable society: 
“State of the world” or “Vital signs”.

Lester R. Brown draws attention, in 
his work “Plan B 2.2” on the conflict 
between the industrial civilization 
and the environment and mentions 
two aspects: the tendency to exhaust 
the natural energy, raw materials and 
food resources, or to consume the 
renewable ones in a rhythm much 
higher than their ability to regenerate 
and the physical degradation and 
pollution of environment factors: water, 
air, soil. In this context, he underlines 
the importance of waste recycling: “A 
durable society is the one that shapes 
its economic and social system so that 
the natural resources and life support 
systems are maintained”.

When we speak of implementing 
certain new informational technologies 
and using them with the help of 
computers, in order to reduce the 
harmful effects on the environment, 
the following aspects will be taken into 
account:

1. reducing the energy 
consumption:

Chapter 4

Long-term 
development

The long-term development concept designates all the forms and methods of 
socio-economic development, whose basis is firstly guaranteeing a balance 
between these socio-economic systems and the elements of the natural capital



33

•	 shutting down the computer 
and the monitor during the 
breaks, in the evenings or at 
any time when it is not used;

•	 choosing a monitor that 
consumes during its use 
much less energy than the 
conventional ones;

•	 zero client - working stations 
under 30W, virtualization of 
the working stations or of 
servers or cloud-computing 
- a distributed assembly 
of calculating services, 
applications, access to 
information and data storage, 
without the user having to 
know the physical placement 
and configuration of the 
systems that supply these 
services. Cloud computing 
uses new methods of offering 
and consuming IT services 
on the Internet, services that 
can usually be dynamically 
dimensioned and that include 
virtualized resources. It is 
actually only a secondary 
possibility, as a result of how 
easy one can now access all 
the servers and calculation 
centres interconnected 
through the internet. 

2. recycling IT materials: for 
building a computer, a large 
variety of raw material is used: 20 

kg of plastic, glass, silicon, copper 
and other metals / 700 different 
chemical substances, including 
dangerous acids / thousands of 
litres of water, cardboard, plastic 
and polyurethane packages. 
Therefore, recycling these 
materials is due as a solution for 
implementing the long-term 
development concept.

3. adequate equipment - choosing 
equipments that use less material 
in the production process that the 
conventional ones. For example, 
liquid crystal monitors (LCD). 

4. special standards: ROHS (The 
RoHS Directive is transposed in 
the Romanian laws by Resolution 
no. 992 of August 25th, 2005 
regarding the limitation of use 
for certain dangerous substances 
in electrical and electronic 
equipments. These are Lead, 
Cadmium, Mercury, Hexavalent, 
PBB&PBDE. RoHS is not only a 
technical production problem, 
but it also has major implications 
for other business aspects 
that include: product design; 
relationships between customer 
and supplier, management.
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People with disabilities meet barriers 
of all types during the activities they 
perform and, however, computers help 
reduce these barriers. As computers 
(hardware and software) gradually 
replaced typing machines and 
developed the communication method 
between people, the disabled students 
and employees became able to use, 
independently from other people, a 
wider range of activities. Throughout 
time, special programs have been 
developed and implemented, that 
would ensure functional alternatives for 
standard operations.

In order to implement a new 
informational technology and to 
guarantee equal chances, it must firstly 
be checked if there are equipments 
adapted for people with special needs. 
In the following stage, when acquiring 
the equipments and software, the 
accessibility criterion will also be taken 
into account. 

Thus, special IT equipment for disabled 
people will include special keyboards, 
special screens (Braille), special mice, 
microphones, special software.

The concept of equal chances is based 
on insuring the full participation of 
each person in the economic and social 
life, with making any difference of 
ethnical origin, gender, religion, age, 
disabilities or sexual orientation. 

Thus, the European Union promotes 
the fundamental rights, lack of 
discrimination and equal chances for 
all.

Chapter 5

Equality 
of chances
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Automatic Updates
For this, the operating system must be 
set to make its own update. For XP, the 
initiation of the update procedure is 
done by accessing Start/Control Panel/
Security Settings/Automatic Updates, 
and for Windows 2000 the procedure 
is the same - press Start, Settings, 
Control Panel, Automatic Updates. In 
both versions it must be checked if 
the setting “Automatic” is selected, but 
here also can be set for the Windows 
program to let you know when it makes 
an update or if it is being installed 
manually.

Updating the Microsoft 
Windows operating 
system any time it is 
necessary
If your PC is turned off for a few 
days, the update will not be initiated 
automatically by Windows, it must 
be accessed from the webpage 
of Microsoft Windows Update. 
Furthermore, there may be a delay 

between the time when the patch 
is available and the moment when 
Windows Update sends it to the 
computer. Generally, Microsoft 
launches patches in the second week of 
each month, so, to be sure, the update 
manual should be referred to at an 
interval of a few weeks. Also, another 
important thing for a high level security 
is the regular updating of the antivirus 
and anti-spyware program. The best 
solution is that they are both set to start 
automatically or, for safety, the check is 
done weekly by each computer owner.

Using the Security Center
The most apt security component in 
Windows is the Security Center. This 
utility offered by Microsoft monitors 
the system and will draw attention 
when the antivirus or the firewall of 
the system is deactivated or has an old 
database. However, the firewall offered 
by Windows cannot guarantee but a 
limited protection. For a higher security, 
we would recommend to deactivate 
the firewall in the Windows and to use a 
utility such as ZoneAlarm.

Chapter 6

Information 
Security

Probably one of the most important aspects of the activity, no matter the field 
you are part of, is the security of information. One of the most common and 
most dangerous actions that can compromise security is the attack on the data 
stored in the computer. Here are a few steps that need to be followed to ensure 
protection against network or internet threats, viruses, spyware programs or 
spam.
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File extensions must be 
made visible
Multiple types of viruses disguise 
themselves as harmless files, by adding 
to their name a fake extension (e.g.: 
funnycartoon.jpg.exe), hoping that your 
system is set to hide these extensions. 
Instead of seeing the extension “.exe”, 
the system will only display “.jpg”. To 
make this type of files easier to detect, 
the path Tools/Folder Options/ View 
must be followed and the option „Hide 
file extension for known file types” must 
be unchecked. 

In order to benefit from a complete 
view of all the Windows components, 
the box „Show hidden files and folders” 
must be checked, and the box „Hide 
protected operating system files” must 
be unchecked. 

Data protection and 
security in the Internet 
environment
Most computers are used today in 
interconnection, in local networks 
and large area networks, which gives 
information technology an essential 
role in insuring the scientific, business 
or human nature relations between 
people and institutions. 

The internet represents the largest IT 
human interconnection project ever 
created. A couple of millions of users 
are connected every moment to the 
internet. Modern computerized society 
is already a reality, in which frontiers are 
ignored and every constraints of space 
or time nature are surpassed.

The economy, politics and society are 
based today, more and more, on this IT 
infrastructure. Moreover, governments, 
public or private sector companies, 
national and international financial 
bodies, education, culture and scientific 
research all benefit from these efficient 
forms of management, information and 
communication.

The importance of security aspects in 
the computer networks has increased 
at the same time with the extension 
of the electronic data processing and 
their transfer by means of networks. 
In case of operating on confidential 
information, it is important that 
the sharing and communication 
advantages brought by the computer 
networks are sustained by substantial 
security facilities. This aspect is 
essential because computer networks 
have gotten to be used including for 
performing bank operation, shopping 
or paying taxes.

The speed and efficiency of the 
“instant” document and message 
communication offer multiple benefits 
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to the decisional action in a modern 
society, based on a competitive 
economy, but the use of electronic 
mail services, web, electronic funds 
transfer is based on a feeling, often 
fake, of communication safety, that 
can transform the potential earnings 
generated by the rapid access to 
information in major losses, caused by 
data theft or fake or incorrect number 
registrations.

Security aspects in 
computer networks
After the implementation of certain 
security mechanisms in a computer 
network, the information will not be 
able to be accessed or intercepted 
by unauthorized people (curious or, 
possibly, ill-meant) and the falsification 
of transmitted information or the 
clandestine use of certain services 
intended for a specific network user 
category is avoided.

People who threaten the network 
security may be part of different 
categories, committing more or less 
serious crimes: students that amuse 
themselves trying to steal the electronic 
mail of the other “hackers” who test 
the security of the systems or intend 
to illicitly obtain some information, 
employees who pretend they have 

more attributions than in reality, by 
accessing services that would normally 
be forbidden for them, or former 
employees who intend to destroy 
information as a form of revenge, 
business people who try to discover 
the competitors’ strategies, people who 
commit financial frauds (stealing credit 
cards identification number, illegal 
bank transfers, et.), military or industrial 
spies who try to discover the secrets/
strategies of the competition or even 
terrorists who steal strategic secrets.

When there are so many network 
“breaking” reasons, it is obvious that 
the designers of hardware and software 
resources must take serious protection 
measures against ill-meant attempts. 
The methods of protection that can 
stop the accidental “enemies” may 
prove to be useless or with a very 
small impact on powerful adversaries - 
dedicated and with significant material 
means.

The issues of insuring network security 
can be grouped in the following 
interdependent fields:

•	 confidentiality - insuring access 
to information only to authorized 
users and denying access for 
unauthorized people;

•	 integrity - guarantees to 
determine the identity of 
the person with whom one 
communicates (a very important 
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aspect in case of confidential 
information exchange or message 
sending where the identity of the 
sender is essential).

The above mentioned security aspects 
are found, to a certain extent, in the 
traditional communication systems, 
as well: for example, electronic 
mail must ensure the integrity and 
confidentiality of letter it transports. In 
most of the cases, an original document 
is requested and not a copy. This is 
obvious in bank operations. However, in 
the electronic messages, the distinction 
between an original and a copy is not at 
all clear.

Authentication procedures are very 
widely spread also: recognizing faces, 
voices, handwriting or signatures of 
people can come under this category. 
Signatures and seals are authentication 
means used extremely frequently. 
Fake documents can be detected by 
experts in graphology by analyzing 
the handwriting and even the paper 
used. Obviously, these methods are not 
available electronically and other valid 
solutions must be found.

Implementing certain security 
mechanisms in the large area computer 
networks, in particular the internet, 
implies the settlement of the following 
aspects:

1. spam - sending unwanted 
messages, usually with a 

commercial content. This 
phenomenon is unpleasant 
in case of a large number of 
unwanted advertising messages 
and can have more serious effects 
in case of intentional message 
invasion (“flood”), usually with 
an insignificant content. For the 
Internet users connected through 
a modem, the large number 
of messages has the effects of 
increasing the period necessary 
to “download” the electronic mail 
and, thus, a higher connection 
cost. There are electronic mail 
programs that allow users to 
view the headings of the received 
messages before downloading 
them on the local computer, to 
explicitly select the messages 
that should be transferred and to 
delete them. Moreover, the e-mail 
programs can incorporate “spam”-
type message blocking facilities, 
by describing by the user specific 
actions to apply on the messages, 
depending on certain key words 
or on the original addresses 
(addresses lists).

2. running a harmful code 
(program), often virus type - this 
may be a Java or ActiveX program, 
or a JavaScript, VBScript etc. These 
programs are generally blocked 
by the modern browsers, but have 
come to spread as files attached 
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to messages through an e-mail, 
a famous case of such a situation 
being the virus “Love Letter” 
(that deteriorates the sound and 
image files) and its mutants, more 
destructive than the first version. 
Generally, the large companies 
that produce browsers rigorously 
test the risks imposed by the 
harmful programs run from 
websites, sometimes created 
with destructive intentions, and 
interfere generally with superior 
versions as soon as such a risk 
was discovered and corrected. 
Moreover, most navigation 
programs allow the use of certain 
specific filters based on which 
it is decided if a program is run 
or not and with what security 
restrictions.

3. infecting some application 
with specific viruses - the 
infection of the computer is 
avoided by installing certain 
antivirus programs that detect 
viruses, eliminate the viruses 
from infected files and can deny 
access to the files that cannot be 
“disinfected”. For this purpose, 
it is important to eliminate the 
viruses from the files sent through 
the network or attached to the 
e-mail messages, especially if 
they contain source code or 
executable, before opening/
running them.

4. remote accessing - through 
the network - of the computer 
belonging to a certain user and 
the “attack” on it. At the level of 
network protocols, protecting 
the access to a computer or 
a computer network is done 
through firewall mechanisms, 
through specific commands; they 
can be used backwards also, to 
block the access of a computer 
or computer network to certain 
facilities on the Internet.

5. snooping - intercepting transit 
data and possibly modifying 
them. The data are considered 
intercepted when somebody 
else, other than their intended 
recipient, receives them. On the 
Internet, data are transmitted 
from a router to the other without 
being (usually) protected. The 
routers can be programmed to 
intercept, possibly even modify 
the transit data. Performing such 
an operation is quite difficult, 
special network and Internet 
programming knowledge being 
necessary, but there are multiple 
programs (“hacker” type) that can 
be used for this purpose, which 
leads to the increase of the data 
interception risk. The protected 
data transmission must guarantee 
that only the recipient receives 
and reads the sent data and that 
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they have not been modified 
along the way (the received data 
are identical with the ones that 
were sent). Data modification may 
be done intentionally, by a person 
who threatens the security of the 
network or through a damaged 
transmission. 

6. spoofing - sending messages 
with a fake identity. This problem 
is solved by implementing 
some sender authentication 
mechanisms.

It can also be noticed that the issues 
raised in points 3 and 4 are generic 
risks, specific for users that exchange 
files and, respectively, those who are 
connected to a computer network - 
local or large area. The most important 
interception and authentication 
problems from the point of view of 
usual users are dealt with by applying 
certain coding techniques.

For ensuring network security it 
is important to implement some 
specific mechanisms starting from the 
physical level (physical protection of 
transmission lines), continuing with 
access deny procedures at network 
level (firewall), to applying certain 
data coding techniques (encryption), 
a specific method for communication 
protection between the application-
type processes that run on different 
computers in the network.

Stopping the physical interception is 
generally costly and difficult; it may 
be done more easily for certain media 
types (for example, detecting the 
interception on optic fibre is easier than 
for the copper fibre cables). Therefore, 
the implementation of certain security 
insurance mechanisms at a logical 
level is preferred, by sent data coding/
encryption techniques that are meant 
to transform the messages so that they 
are understood only by the recipient; 
these techniques become the main 
network protection means.

IT Viruses
IT viruses are the most dangerous 
weapons in the data war. In many 
countries, such programs have been 
declared illegal and their authors have 
received different sanctions. The actual 
number of viruses is very large (an 
exact number is difficult to estimate), 
especially when new viruses appear 
every day. Below you will find some 
general information, in order to better 
understand how viruses work and how 
you can protect your computers against 
them.
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What is an IT virus?
The IT virus is a computer program that 
can “secretly” replicate itself, without 
having the permission of the user. 
The copies of the virus can or cannot 
be identical to the original and they 
can spread on all storing means of the 
computer, through the infected files. 
The disk, the CD, the USB stick or the 
hard disk are favourable media for IT 
viruses. If the PC is connected to a local 
network or to the Internet, the virus 
has a free way to other “hosts”. The file-
sharing networks, e-mail or Internet 
pages are possible means of sharing a 
virus. 

How do IT viruses “work”?
An IT virus is an executable program 
on the computer that infiltrates itself 
inside known programs, having the 
ability to multiply itself in most of 
the programs it finds in the infected 
computer. It is similar to biological 
viruses because they do not exist as 
independent entities, they hide inside 
other programs (or documents) in order 
to propagate and destroy or modify 
them.

When an infected program is launched 
in execution, the virus code is also 
executed and it looks for other 
programs on the computer (or even on 

other computers in the local network) 
that it infects.

If all the viruses would stop at copying 
themselves in the body of other 
programs and computers, then the 
computers would not be very affected 
(it would only increase the dimension of 
the infected files with the length of the 
virus code). Unfortunately, most viruses 
do not stop at self-replication, they 
execute other operations as well - many 
of these being destructive.

A virus can, for example, delete some 
files from the computer. It can overwrite 
the boot sector of the disk, making it 
inaccessible. It can write messages on 
the screen or it can issue rude voice 
messages. It can also infect the e-mail 
program and can use it to send fake 
messages to all the recipients found 
in the e-mail contact book, thus being 
possible that the virus replicates in their 
computers, as well.

The viruses that replicate via e-mail 
or through a computer network can 
cause a congestion or even blockage of 
the network or Internet traffic, making 
it impossible to send further e-mails. 
These viruses with rapid multiplication 
- called worms - can completely 
overcrowd the network, blocking both 
the servers and the access of the users.

Most viruses are designed to express 
their damage at their first run. There are, 
however, certain viruses that attack only 
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under certain conditions, for example 
at a certain date or on a certain day of 
the week. They remain hidden in the 
computer until they are activated at a 
certain date, then they start the “work” 
they were designed to do.

Shortly, viruses are short IT programs, 
designed to insert themselves in 
the code of as many programs or 
computers as possible (reproduction 
operation) and to produce undesired 
effects under certain conditions.

Classification
Depending on the replication methods, 
viruses have been classified and have 
received different names that better 
characterize their way of acting and the 
environment they operate in. 

There is no rigorous classification yet, 
but it can be done taking into account 
certain criteria:

Through their general form, viruses are 
divided in:

1. hardware viruses;

2. software viruses.

The hardware viruses are rarer, being 
normally delivered at once with the 
equipment. Most of them are software 
viruses, created by very competent 
IT specialists who know very well the 
calculation systems, especially how the 
basic and the application software work.

From the point of view of the 
multiplication capacity, viruses are 
divided into two categories:

•	 viruses that reproduce 
themselves, they infect and 
destroy;

•	 viruses that do not reproduce 
themselves, but infiltrate into the 
system and cause slow damages, 
without leaving any traces 
(Worms).

Depending on the type of destructions 
in the system, there are:

•	 viruses that cause destruction of 
the program they are included in;

•	 viruses that do not cause 
damages, but hinder the 
operation of the calculation 
system; this manifests itself by 
slowing down the work speed, 
blocking the keyboard, randomly 
restarting the system, displaying 
certain unjustified messages or 
images;

•	 viruses with great destruction 
power that cause incidents for the 
entire system, such as: destruction 
of the hard disk file allocation 
table, modification of the root 
directory content, complete 
and irrecoverable alteration of 
the existing information. The 
first viruses attacked the host 
programs.
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History of the viruses
Two decades ago, the situation was not 
as worrying as it is now. Many of the 
viruses from the beginning of the ‘90s 
were only meant to transmit different 
messages (a sort of IT “underground”) or 
even to amuse the “victim”. Thus, until 
we get to the real serious threats, it is 
necessary to also mention the ancestors 
of the nowadays viruses - the starting 
point and the final one.

1. „The Creeper” - the first IT virus 
(1971) was designed for an 
experimental purpose under 
the Tenex operation system. The 
Creeper multiplies itself in the 
network and leaves behind the 
message “I’m the creeper, catch 
me if you can!”. In order to remove 
it, “The Reaper” was created - 
practically the first antivirus in the 
history of computers.

2. “Elk Cloner” (1982) - created for 
the Apple II operating system by 
a 15-year-old teenager, the virus 
infected the boot sector of the 
disks, and from there it installed 
on the computer. From the 
computer it spread on other disks. 
As a manifestation, Elk Cloner 
displayed different messages 
(poems) and made the image 
flicker. 

3. “Brain” - the first virus for MS-
DOS (1986)  
“Brain” is also a boot virus, created 
by two Pakistani brothers (Basit 
and Amjad Farooq Alvi) who 
wanted to protect their medical 
software against piracy. Although 
it was designed for a relatively 
small circle, the virus spread 
throughout the world because 
nobody was prepared for such a 
phenomenon. The authors of the 
“Brain” virus are currently Internet 
suppliers.

4. “Vienna” - the virus that inspired 
the programmers (1987) 
“Vienna” was practically the 
starting point for distribution of 
malicious codes worldwide. At the 
same time, it represented an oasis 
of inspiration for the ones curious 
to experiment such programs. It 
all started after someone called 
Ralph Burger, inspired by “Vienna”, 
told everything he knew about 
viruses in a book called “Computer 
Viruses: a High-tech Disease”. 
The Jerusalem virus followed, 
that spread in Europe, the United 
States and Middle East at a level 
associated to a pandemic.

5. “Morris” - the ancestor of the 
current worms (1988) 
“Morris”, considered one of the 
first “worms” that spread on the 
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Internet, infected over 6,000 
computers in the United States, 
including those from NASA. It was 
written without the wish to do 
any harm (the author wanted to 
estimate how vast the network 
is, by counting all the connected 
computers), but an error led to 
the continuous multiplication 
of the program that resulted in 
the networks being blocked. This 
form of manifestation is similar 
to the so called DoS (Denial of 
Service) type attacks that take 
place nowadays. The total losses 
caused by the Morris worm are 
estimated at 96 million $.

6. ”Datacrime” (1989) 
formats the HDDs: straight to the 
point - format C:\. Luckily, the 
area on which this virus spread 
in a short time was limited (the 
Netherlands and the UK), and 
also the period it operated - 
approximately two and a half 
months. 

7. Windows viruses  
In 1992, the first Windows virus 
appears. It infected executable 
files (*.exe) and opened a new 
phase of the virus evolution - the 
malicious programs would appear 
in an alert rhythm. In the spring of 
1993, Microsoft launches its own 
antivirus program - MSVA, but 

the avalanche of viruses becomes 
more and more massive. However, 
until 1999 there is no other 
“revolutionary” appearance.

8. “Melissa” (1999) launched the 
fashion of the viruses sent by 
e-mail. In 1999, a programmer 
obsessed with a dancer called 
Melissa develops a virus that 
bears her name. We can say that 
his passion was more than hot, 
if we report to the virus’s active 
period: 1999-2005. ”Melissa” 
was a macro virus that was sent 
by mass-mail and was found in 
Word and Excel files. It existed in 
multiple versions, and amongst 
its actions there was deleting the 
system files (io.sys, command.
com). The damage caused by 
Melissa amount to millions of 
dollars.

9. ”I Love You”/ ILOVEYOU (2000) 
- somebody there in the e-mail 
does NOT love you. 
It is probably the most famous 
and, at the same time, one of the 
most prolific mail viruses. In less 
than six months, over 50 million 
users were curious to find out 
what an e-mail with the subject 
“I Love You” contained. We do not 
know exactly how and why, but 
among these were systems of the 
Pentagon, CIA and of the British 
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Parliament. The institutions had to 
stop the access to e-mail until the 
virus was eliminated.

10. “Nimda” (2001) the worm 
associated to Al-Qaeda 
The worm “Nimda” (reverse 
Admin) was transmitted by 
multiple means (by e-mail, 
compromised websites, 
local networks, backdoors, 
vulnerabilities of the Internet 
Microsoft services) and its 
performance is up to this point 
unequalled. In only 22 minutes, 
it became the most widely 
spread worm on the Internet. 
Launched a week after the 
World Trade Centre attacks 
(September 11th, 2001), “Nimda” 
was associated to Al-Qaeda, 
but in the end the supposition 
proved to be incorrect. “Nimda” 
was preceded by another harmful 
worm (Code Red ISS) that 
infected approximately 360,000 
computers.

11. “Slammer” (2003) lays the 
Internet low 
“Slammer”, a worm with a similar 
behaviour as “Nimda”, prostrated 
the Internet in 2003 through DoS 
attacks, and some states believed 
it was an organized attack on 
them. At that time, the population 
that had an Internet connection 
surpassed 500 million users.

12. “MSBlast” (Blaster/Lovesan) 
(2003) - a “classic” of the  
third millennium 
“MSBlast” is another worm which 
many have met. This displayed 
a notification message that 
warned that within one minute 
the computer will shut down. 
The virus infected the computers 
with OS Windows XP/2000 and 
included in the code a direct 
message addressed to Bill Gates, 
the head of Microsoft at that time: 
“Billy Gates why do you make this 
possible? Stop making money and 
fix your software!!”.

13. ”Sasser” (2004), an IT virus that 
could make human victims. Many 
users could not explain how 
their computers were infected 
with this virus, without accessing 
any websites, e-mail or without 
introducing a CD. The explanation 
was that “Sasser” explored the 
vulnerability of a network port 
and propagated on the Internet 
without the intervention of the 
user. Until the remediation of the 
vulnerability (by introducing an 
update for Windows), the worm 
blocked the communication 
satellites of the France-Presse and 
made the air company Delta Air 
Lines to cancel a few flights. The 
extension of the virus might have 
led even to the loss of human 
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lives, after the computers in a 
hospital were affected, and the 
patients who needed emergency 
treatment were transported to 
another place.

Virus versus antivirus
The first antivirus programs could easily 
detect these invaders. The virus creators 
reacted by adopting more advanced 
strategies and developed procedures 
capable to infect a program, without 
the alteration being too ostentatious. 
Once introduced on the disk, the 
second phase in the life of a virus is 
self-programming. The viruses try to 
infect as many programs as possible, 
before attacking. In order to operate 
as efficiently as possible, the viruses 
leave their signature in each infected 
program, so as not to contaminate it 
twice.

This is the principle of the antiviruses, 
as well, meaning on detecting an 
intrusion. They analyse the disk units 
to look for the known signatures. 
This technique presents a major 
flaw: the virus must be identified, 
thus, the signature table must be 
permanently updated. Viruses have 
very different manifestation forms. 
Some limit themselves to displaying 
peace messages or to playing a song. 
Others disturb the work of the user, but 

without too dramatic consequences.

In the instruction manual of MS-DOS, 
Microsoft divides viruses in three 
categories:

1. viruses that infect the boot 
system;

2. viruses that infect files;

3. Trojan horse viruses.

The latter are those programs that 
apparently have a certain use, but are 
endowed with destructive secondary 
procedures.

A more detailed classification of the 
viruses would look as follows:

•	 armed - contain procedures 
that stop the deconstruction 
and analysis by an antivirus, the 
editors being forced to double 
their efforts to develop the 
antidote (e.g.: “Whale”);

•	 self-encryptors - contain in their 
body sophisticated encryption 
methods, making the detection 
quite difficult. Luckily, they can be 
detected due to the fact that they 
contain a decryption routine (e.g.: 
“Cascade”);

•	 comrades - benefit from a 
characteristic of DOS, which 
executes the programs .com 
before the .exe ones. These 
viruses attach to the .exe files, 
then they copy them changing 



47

the extension in .com. The original 
file is not modified and can pass 
the test of advanced antiviruses. 
Once accessed, the respective file 
executes the infected file with the 
.exe extension. This determines 
the propagation of the viruses to 
other applications, as well;

•	 stealth - these viruses hide their 
presence by misapplying the 
DOS interruptions. Thus, the 
dir command does not allow 
the observance of the fact 
that the size of an executable 
file increased, so it is infected. 
Example: “512”, ”Atheus”, ”Brain”, 
”Damage”, ”Gremlin”, ”Holocaust”, 
”Telecom”.

•	 multiple infections - a few years 
ago, viruses were distributed 
in two well-separated groups: 
those that infected programs and 
those that operated on the boot 
sector and of the partition tables. 
The multiple infection viruses, 
more recent, can contaminate 
both types of elements. Example: 
”Authax”, ”Crazy Eddie”, ”Invader”, 
”Malaga”, etc;

•	 polymorphs - are the most 
sophisticated of the ones met so 
far. A mutation “engine” allows 
their transformation in thousands 
of different code variants. 
Example: ”Andre”, ”Cheeba”, 

”Dark Avenger”, ”Phoenix 2000”, 
”Maltese Fish”, etc;

•	 boot sector and partition tables 
viruses - infect one and/or the 
other of these critical areas of the 
disk or hard disk. The infection 
of the boot sector is dangerous, 
because, when turning on the 
computer the special MBP code 
(Master Boot Program) on the 
disk is executed before the 
initiation of the operating system. 
If there is a virus, it might not be 
detectable. The partition tables 
contain information about the 
organization of the disk structure, 
but they cannot be contaminated, 
only damaged.

Trojan horses
A Trojan horse is a program that is 
something else that it appears to be. 
A typical Trojan horse has the name 
of a file whose program is known and 
with regard to which there would be 
no doubt that it is infected. Once this 
program is launched, the destructive 
effect of the virus is launched. The 
easiest way to distribute Trojan horses is 
by e-mail attachments.
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Worms
A worm is a program that scans the 
institution network where you work, 
in order to discover a computer that 
has a specific security breach. It then 
copies itself on this new device and 
starts to replicate further. A network 
with thousands of computers is thus 
immobilized in a few hours. The worms 
do not multiply only by infecting the 
files. Once they get in the memory of a 
computer, they are directly replicated in 
the memory of other computers. They 
are thus very difficult to identify and 
usually cause great damages. The best 
known such worms are CodeRed and 
CodeBlue.

E-mail viruses
An e-mail virus is a program that is 
distributed as an attachment to an 
e-mail message. These viruses are 
separated programs (most of the 
Trojan horses) that cause damage 
when launched into execution by the 
recipient of the e-mail message.

These viruses are hidden as an icon 
for a Word file or other common 
attachments, in reality being one of the 
extensions EXE, VBS, PIF or other types 
of executable files. Most e-mail viruses 
attack the e-mail program and are self-
transmitted to the addresses found in 

the computer. Over 90% of the virus 
attacks at this moment are by e-mail.

Chat and instant 
messaging viruses
Many computer users usually talk 
online. The communication in public 
discussion rooms is called “chat”, and 
the private discussions are called 
instant messaging  (IM). Most of chat or 
IM programs allow the transmission of 
files to other uses, which contributes to 
the distribution of the so called instant 
viruses. Opening these files received 
by chat or IM often launches the 
destructive effect of the viruses.

The most wide-spread 
viruses
•	 Generic PWS.ak 

Type: Troian; Risk: Low;   
Date of discovery: 4/11/2008;

•	 Exploit-SWFRedirector.b 
Type: Troian; Risk: Low-Profiled;  
Date of discovery: 28/11/2008;

•	 W32/Autorun.worm.ev 
Type: Virus; Risk: Low;  
Date of discovery: 23/3/2009;

•	 Exploit-PDF.q.gen!stream 
Type: Troian; Risk: Low-Profiled;  
Date of discovery: 30/5/2009; 
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•	 FakeAlertAVSoft 
Type: Troian; Risk: Low;  
Date of discovery: 23/2/2010;

•	 W32/VBMania@MM 
Type: Virus; Risk: Low;  
Date of discovery: 9/9/2010.

How is the computer 
contaminated with IT 
viruses?
Most of the computers are 
contaminated when reading disks, CDs, 
DVDs, USBs that carry viruses that come 
from another computer. The disk can 
contain any type of programmed file 
already infected or the virus that can 
be located in a special area of the disk, 
called the system sector. In its turn, 
the modem became a camouflaged 
instrument to transmit viruses. Due 
to communication insurance services 
development, people can share files 
through telephone lines. After the 
Internet reached almost every house, 
and the global network became a 
support for the services of different 
companies, the IT viruses spread 
more and more and started to cause 
very serious damages, compromising 
not only the data on the usual user 
computers, but also the highly 
important ones of different institutions, 
of banks of even airline companies. It 
is easy to deduce that their services 

became inaccessible, and therefore 
significant financial losses resulted, in 
some cases, even huge ones. Nowadays 
is it unthinkable to have a computer 
without an antivirus or a security 
program, especially if it runs the 
Windows operating system – the most 
targeted by the ill-meant programmers. 

Protection methods 
against viruses
•	 the main methods against virus 

infection:

•	 limiting the file download only to 
known and safe sources;

•	 not transporting on different 
media (CD, USB) of files, from 
foreign computers;

•	 do not open the attachment of 
any unexpected e-mails;

•	 using an updated antivirus 
program or service;

•	 setting the macro antivirus 
protection in all applications 
(especially in Microsoft Office);

•	 avoiding to use unregistered 
software;

•	 regular performance of scanning 
procedure;

•	 keeping safety copies of the 
important applications and files;
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•	 creating a utility CD, with which 
the starting operation of the 
computer is executed in case of 
need;

•	 using media that contain 
important data with write 
protection. 

Diagnosing a viral infection:

•	 the programs close down or are 
blocked;

•	 documents become inaccessible;

•	 the computer’s CMOS loses its 
settings even if we insert a new 
battery;

•	 the computer responds much 
slower than usually;

•	 word documents can only be 
saved as templates;

•	 the computer is blocked or does 
not start normally;

•	 the CAPS LOCK button does 
not work anymore – or works 
intermittently;

•	 the size of the files increases;

•	 error messages appear frequently 
on the screen;

•	 strange messages or images 
appear on the screen;

•	 the computer issues strange 
sound messages;

•	 your friends and colleagues 

inform you of having received 
strange messages from you, 
without you having sent them.

Antivirus Software
The antivirus software are programs 
especially created to perform the 
following operations:

•	 to detect viruses by checking the 
content of the file and signalling 
the presence of a known virus 
signature or of suspect sequences 
inside them;

•	 to disinfect or delete the files 
infested by known viruses;

•	 to prevent infection by 
monitoring the actions in the 
memory and signalling the 
presence of certain suspect 
actions that can be generated by 
the existence in the memory of a 
virus.

There are two types of antiviruses 
depending on how they operate:

•	 programs that, after being 
launched, remain in the 
computer’s memory and monitor 
each application launched for 
execution;

•	 programs that are launched by 
the user only when he/she wishes 
to check the computer.
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Under the following condition, the 
elimination of the virus takes place:

•	 scanning = reading the files and 
memory and identifying the 
known viruses by the respective 
antivirus program;

•	 virus removal = extracting the 
virus or deleting the infected file;

•	 monitoring = operation through 
which an existing antivirus in 
the memory systematically 
checks and signals the possible 
appearance of a virus.

Recovering the system 
after an infection with a 
Trojan or with a virus
If you are certain that a dangerous 
program has affected your PC, you can 
access one of the Internet pages of 
the security solutions producers, from 
where you can download an instrument 
with which to remove the problem.

However, there is a chance you might 
not be able to identify the program that 
affected the system.

Unfortunately, other possibilities are 
limited, but there are a few steps to 
follow to help you save the files and the 
computer.

Call the IT support department

Immediately inform the specialist 
of this department and follow their 
instructions.

Unplug your PC from the Internet

Depending on the Trojan or the virus 
that affected the PC, the attackers 
can access personal information and 
can use the system to attack another 
computer. You can stop the activity 
by disconnecting from the Internet. 
The best way to do this is physical 
disconnection, by removing the 
cable that makes the connection, but 
it can also be done easily by using 
the command “disable” for network 
connection.

Make a backup for the important files

At this point, the best thing to do 
is to save on another device the 
personal files. If possible, gather the 
photos, documents, favourite Internet 
addresses, etc. and write them on 
a disk, CD or DVD, or save them on 
an external storing equipment. It is 
important to know that these files also 
are not trustworthy, possibly being 
infected. Currently, a good practice is 
to “back up” regularly, so that if they are 
not infected, you can have a set to allow 
you to recreate the system.
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Scan the system

Because the computer (including the 
operating system) may be infected 
with a dangerous program, it is safer 
to scan the system from a “rescue” CD, 
rather than scanning it with the already 
installed antivirus. Many antivirus 
solutions have a function that allows 
the performance of a “rescue CD”. 
Another alternative is to use a virus or 
Trojan removal service from the website 
of antivirus manufacturers. Search 
the Internet for “online virus scan”. Or 
use the web service of Microsoft PC 
Protection Scan.

The following best action is to install an 
antivirus program from an uninfected 
source, such a disk. If you do not have 
one, there are multiple possibilities to 
choose from, but they should supply 
the instruments you need.

After installing the application, scan the 
entire PC, the first operation being the 
identification of the infected program 
or programs. The best thing would be 
that the security application gives you 
the possibility to remove the threat 
from the PC; follow the instruction the 
antivirus gives you.

If the antivirus successfully identified 
and removed the virus, follow the 
instructions in order to prevent another 
infection. If the antivirus could still not 
remove the threat, you must follow 

the steps indicated by the antivirus 
manufacturer.

Reinstall the operating system

If you were not able to clean the 
computer from the infected files, 
the easiest solution is to delete or to 
format the hard disk and to reinstall the 
operating system.

Although this action will lead to the loss 
of programs and files, it is the only way 
to make sure the system does not have 
any changes done by the backdoor files 
or the attackers. 
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